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Executive Summary

This report details the findings of a network penetration test of a client network. The 
objective of this security test was to assess its overall security against a malicious 
insider and find vulnerabilities which would then be exploited. How much information 
on the network could be found just by simply scanning and enumerating? The aim in 
exploiting these found vulnerabilities is to gain higher access within the client network,
such as administrator privileges. 

The investigator followed a methodology to achieve this aim, gaining domain 
administrator level access to Server 2. To escalate privileges to domain admin the 
investigator found the account names of the domain admin accounts by enumeration. 
This was achieved by using password cracking tool “Hydra” and running it against a 
domain account. The malicious insider’s attempts to escalate privileges could have 
been stopped had the domain accounts not been found during enumeration.

Among gaining domain level administrator access, NTLM hashes from Server 2 were 
obtained using “fgdump” using the domain admin account. Multiple user account 
passwords were then found by the investigator using password cracking tool “Cain”.

Furthermore, the investigator found a vulnerability on Server 2 using vulnerability 
scanning tool “Nessus”, which was ms17_010_eternalblue. By exploiting this 
vulnerability using “Metasploit framework”, it allowed remote access to Server 2. The 
investigator had full control and even successfully ran a windows command prompt. A
malicious attacker could do serious damage to the network and Server 2 with the level
of access listed here. 

From the investigator’s findings of this client network, it is clear it is not fully secure 
and did not repel the attacks performed. It has dangerous flaws that if this threat of a 
malicious insider was real, there could be significant damage done to the client’s 
network, important files and company operations. 
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1 INTRODUCTION

1.1 BACKGROUND

What is Security Testing?

Testing security in a company network is vital for being confident that its 
operations and the data that it stores/produces is protected from a malicious 
insider/outsider. If someone already has access to a company network, how 
much freedom would that individual have? The report helps explain why it is 
important and necessary to carry out testing for all company networks, big or 
small.

Importance of Security Testing:

If a company do not test their network regularly, they are opening themselves 
up to attacks. If critical vulnerabilities are not found by people with good 
intentions, it can be disastrous for the company. They may lose important data,
lose customer trust and much more. An attacker can do serious damage with 
these vulnerabilities which is why it’s very important to find them before real 
attackers do.

Facts:

Devon Milkovich has put together a great list (see references) of statistics on 
security testing and its effects on companies that don’t carry out security testing
or enough of it.

Who is the attacker’s target?

Milkovich stated that “43% of cyber attacks target small business” (Available at: 
https://www.cybintsolutions.com/cyber-security-facts-stats/ [Accessed 24 June 2021]) which 
shows no company is out of scope for attacks, and highlights it is essential security 
testing is carried out by all companies, big or small.

Costs?

To show the damage a successful attack can do Milkovich mentioned “small 
organizations (those with fewer than 500 employees) spend an average of 
$7.68 million per incident”. (Available at: https://www.cybintsolutions.com/cyber-

security-facts-stats/ [Accessed 24 June 2021]). 
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For a small company this amount individually could potentially end their 
operations. Which is why it’s important to carry out security testing.

On the other hand, the cost of carrying out regular security testing, as mentioned by RSI
Security (see references), “can cost anywhere from $4,000-$100,000. On average, a 
high quality, professional pen test can cost from $10,000-$30,000. A lot of these costs 
are determined by various factors”. (Available at: https://blog.rsisecurity.com/what-is-the-

average-cost-of-penetration-testing/#:~:text=Penetration%20testing%20can%20cost%20anywhere,that

%20of%20a%20large%20company.  [Accessed 24 June 2021]). Which cost would you rather 
have?

What is this report about?

This report is about findings of a network penetration test of a client network. The 
objective of this security test is to assess its overall security against attackers and find
vulnerabilities which would then be exploited. 

Business problem:

Someone is a malicious insider in the company network and are attempting to 
try anything to harm the company. What has this malicious insider been able to
do? How much damage has been done to the company? Is the company 
secure enough to repel the attack?

Methodology and Tools

To carry out this penetration test, four steps will be followed. They are as 
follows:

Footprinting 

The client has given required IP addresses of the servers and a test account to
act as a malicious insider. More information of the network to test is also given,
so footprinting is not necessary. Although, more information may be found if 
websites are being run on the servers from scanning. 

Tools:

 OWASP Mantra.

Scanning 

To better understand the network better, scanning tools will be used which will 
show if any ports are open on the servers and what kind of systems the client 
has. Also, searching for vulnerabilities.
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Tools:

 Nmap – entire network scan.
 Nessus- vulnerability scanning.

Enumeration

This phase will allow a more in-depth understanding of the entire network that 
scanning itself will not find. Objective for this phase will be to find Usernames, 
Emails and DNS information.

Tools:

 Nslookup – server information and zone transfer
 Polenum – to find password policy of servers.
 Nmap- for brute forcing DNS
 smtp-user-enum – for getting user emails. 
 Nbtenum3.3 – finding who is in each group.
 Rpclient – for finding groups on the network and amount of 

administrator.

System Hacking

Password Hacking:

1. Password guessing – this will mainly be attempted on the administrator 
account. However, more guesses may be carried out if no lockout policy
is applied to other accounts.

2. Dictionary/Brute Force Attacks – on NTLM hashes of Users accounts 
found. 

SAM file:

1. Dumping password hashes and cracking hashes

Tools for:

 Hydra – brute force user accounts.
 Fgdump – getting NTLM hashes.
 Cain – cracking NTLM hashes.
 Metasploit – exploiting any vulnerabilities found on servers.
 Powershell – finding passwords in server shares.

The objective of this methodology is to know how secure the client network is, 
and its vulnerabilities exposed. If this methodology is followed to a high 
standard, the client will have a good understanding of the security of their 
network.
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1.2 AIM

The aims of this security test are:

 To get full access to both servers by obtaining domain admin passwords, using 
tools listed in the methodology. 

 Find critical vulnerabilities and successfully exploit them.
 Find SAM file on servers and successfully crack user accounts. 
 Getting remote access to the servers, and attempt to open a command 

prompt/create a text file somewhere.
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2 PROCEDURE AND RESULTS

The procedure the investigator followed was the methodology listed in the introduction. 
To the exact method and is as follows: 

2.1 SCANNING

Nmap

One of the first scanning tools the investigator used was Nmap. The methodology 
mentioned the aim for using this tool was to find if any ports were open on the servers.

Vanilla Scan

Server 1-

The IP address of server 1 is 192.168.0.1, and a vanilla Nmap scan was run by the 
investigator against it (See Apendix A figure 1). Shown in this figure, multiple ports were
found to be open. Port 53 domain and 25 smtp were of interest for the next step in the 
methodology.

Server 2-

The IP address of server 2 is 192.168.0.2, and a vanilla Nmap scan was run by the 
investigator against it (See Apendix A figure 2). Shown in this figure, multiple ports were
found to be open. Port 53 domain is also open, however port 25 smtp is not shown. This
difference was noted by the investigator on what to expect when enumerating the 
servers.

Script=banner 

To meet the aim of a full network scan mentioned in the methodology a more in-depth 
scan was run by the investigator (See Appendix A figure 3). TCP port range was 
increased to 1-8000. As UDP ports were not scanned in the vanilla scans, UDP ports up
to 4000 were also scanned in this stage (the investigator decided a lower amount of 
UDP ports as it was taking too long for higher amount, in a real situation time is not an 
issue for a malicious insider). The text files included with this report with titles 
“192.168.0.1TCP.txt” etc. are of the investigator’s findings from this section.

Figure 1: Banners of servers
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Figure 1 above shows that the smtp is a Argosoft Mail server. Furthermore, the domain 
server is a Windows Server 2008 R2 SP1. This helped the investigator picture exactly 
the target he was attacking among researching default passwords for these servers.

Vulnerabilities

Nmap –script vuln used to assess vulnerabilities of servers. See Appendix A figure 
4.This was just a quick vulnerability scan, to find common and quick vulnerabilities. 
Figure 2 below is a remote execution that the scan found, which the investigator noted 
down for potential to exploit when system hacking.

Figure 2: Interesting finding from investigator – Remote execution on servers

Nessus

A more in-depth vulnerability scan was undertaken using Nessus, which will breakdown 
any issues with both servers. Along with this report is the scan, “Server_Scans”,  
generated from Nessus.

Server 1-

Figure 3: Vulnerability summary of Server 1.

Figure 3 shows the exploitability of Server 1. 5 Critical and 7 High vulnerabilities was 
focused on by the investigator, as these pose greater damage and success to the client 
network.
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Server 2-

Figure 4: Vulnerability summary of Server 2.

Like Figure 3, Figure 4 shows the exploitability of Server 2. 5 Critical and 7 High 
vulnerabilities was focused on by the investigator, as these pose greater damage and 
success to the client network.

Appendix A, figure 5 shows more information given by Nessus and how to exploit the 
vulnerability MS17_010_eternalblue. This was also found by the investigator previously 
as seen in figure 2.

2.2 ENUMERATION

RPCCLIENT 

The investigator successfully created a session with RPCclient with the test 
account on the client network. A check on if the session had been created with 
the intended target can be seen at Appendix B figure 1. The IP address is 
correct, 192.168.0.2, which meant the intended target was reached.

Further information was gained during this session, such as the user accounts 
of the server, as seen in Appendix B, figure 2. This was the start at knowing 
who to target within the client network. Specifically, the administrator account 
was the target of the investigator. In Appendix B, figure 3 more information on 
the administrator account was found. The total number of users can be found in
the Appendix B, figure 4.

The next target was finding groups on the server and can be seen in  Appendix
B, figures 5&6. Domain admins group was noted by the investigator to further 
attempt and get more information on who is in that group, to try and escalate 
user privileges. In Appendix B, figure 8 four administrator accounts are shown, 
with one administrator with 500 SID. A couple of non-important details such as 
number of printers, privileges can be seen in Appendix B, figures 7 & 9. 

Polenum

The servers had no account lockout threshold set, which means it was open for
brute force attempts. See Appendix B, figure 10.
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NBSTAT

The investigator created a NETBios machine name table of the client network 
using NBStat. These are seen in Appendix B, figure 11 & 12. Server 1 has 
domain group names shown by the <00>, <1B> and <1C>. For server 2 it also 
has domain group <00> which shows that both servers support NTLM hashes. 
The investigator expected from this result that “FGDump” may work on both 
servers given this finding. Machine table meanings – Available at: 
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/
windows-2000-server/cc961857(v=technet.10)?redirectedfrom=MSDN 
[Accessed 24/01/21]

Enum4linux

When the investigator enumerated server 2 with kali linux tool “Enum4linux” a 
password was found in T.Maldonado’s account description. This can be seen in
Appendix B, figure 13. The investigator began SMTP enumeration using this 
user account.

SMTP_user_enum

To test the port 25 found in the scanning phase, the investigator enumerated 
smtp against server 1. As expected, it returned an email of the user account. 
See Appendix B, figure 15. To test the theory that it would not work against 
server 2, the investigator enumerated smtp against server 2. As there was no 
smtp port 25 open during scanning it didn’t return an email. See Appendix B, 
figure 14.

Nbtenum3.3

Along with this report is the results from enumeration with tool “NBTEnum3.3” 
using the test account provided. Domain admin user accounts were now listed. 
See Appendix B, figure 16. This gave the investigator a clear target now.

NSLookup

One of the aims of this test is to perform a zone transfer on the servers. The 
investigator successfully performed a DNS zone transfer of server 1 as seen by
Appendix B, figures 17 & 18. However, a transfer of server 2 was unsuccessful.
See Appendix B, figure 19.
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2.3 SYSTEM HACKING

Hydra

From the results of NBTEnum3.3 the Server 2 domain admin accounts were loaded into
a text file for brute forcing. See figure 5 below.

Figure 5 : Creating list of domain admin accounts to target

Small.txt- 

To start off, a basic password file was used which contained much less passwords. The 
attack found no passwords against any domain accounts. See Appendix C, figure 1.

Cain.txt-

After the unsuccessful attack a larger password file was used with more complex 
passwords. When the investigator ran Hydra against account “C.Griffin” it was 
successful in brute forcing the password. See Appendix C, figure 2. With a Domain 
admin password found, potential damage against the client network increased 
significantly. A malicious insider now has access to server 2.

The investigator ran “net use” with C.Griffin’s account details and had access. See 
figure 6. If the investigator had physical access to server 2, he could have simply just 
entered in these details also.
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Figure 6: Investigator has access to Server 2.

FGdump

Investigator successfully obtained NTLM hashes on Server 2. See Appendix C, figure 3.
However, not on Server 1 which did not meet expectation of NBStat findings. 

Cain

From the NTLM hashes obtained these were loaded into Cain. The investigator cracked
7 hashes from the Server 2 NTLM hashes. See Appendix C, figure 4. Although, keep in 
mind two passwords were already known to the investigator previously. “test123” from 
the test account and C.Griffin’s password “icosahedron“ used to dump the hashes.

Metasploit

A major aim for this security test was to gain remote access to both servers. From the 
findings of the investigator during vulnerability scanning, this was possible. To prove it a
meterpreter session was created as seen in Appendix C, figure 5. The IP address 
matched Server 2. See Appendix C, figure 6.

Once the investigator confirmed this was the correct target and before carrying on 
further investigation, an idletime command was run to see if the user currently operating
on the server. Which they were not, see figure 7.

Figure 7: User not operating currently.

Investigation continued, with sysinfo to further confirm he was connected to the correct 
target server. As seen in figure 8, the server name and OS match previous findings.

Figure 8: Server 2.

The investigator was curious what the current process the remote session was running. 
This is shown in figure 9. Further processes were found running on the server, see 
Appendix C, figure 7. The current process was called “Spoolsv.exe”.
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Figure 9: process id.

Another major aim for this security test was opening a command line on the servers. 
The Investigator successfully opened a cmd process (See Appendix C, figure 8) and 
navigated to the admin desktop (See figure 10). 

Figure 10: admin desktop.

To show the client the damage a malicious insider could do, a keyscan was run on 
server 2 by the investigator. In this case, it was unsuccessful as user was idle. 
However, the client should be aware this was achieved. See figure 11.

Figure 11: User did not type anything

Powershell

Even though the investigator successfully obtained multiple passwords and a domain 
admin password, the methodology was still followed. 

Net view helped the investigator know what path to target with powershell. See 
Appendix C, figure 10. Server 1 could not be used for this phase. Once the paths were 
found, the investigator ran multiple password string attempts against both paths. The 
result is seen at Appendix C, figure 11. Although a lot of strings were attempted, no 
other passwords were found.
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3 DISCUSSION

3.1 GENERAL DISCUSSION

The investigator followed the security test methodology as planned and to a high 
standard. The security test was very successful due to this. However, OWASP Mantra 
was not needed once the security test began.

The most significant result of this security test was the investigator obtaining the domain
administrator password. This is the highest level of access for server 2, and for this 
account to be compromised is dangerous for the client network. A malicious insider 
would use this domain admin account to wreak havoc on the client network. It would 
really be up to the attacker and their aim on what type of damage to inflict. The door is 
wide open at this point. This half met one of this test’s aims, to gain full access to both 
servers. The investigator only had full access to Server 2 with the domain admin 
password. Server 1 proved much more difficult to carry out the methodology on, but a 
few user account passwords were found. 

Another major point of failure was the account password for Tim Maldonado being 
visible in the account description(Appendix B, Figure 12). The investigator found this by 
simply enumerating. A malicious insider could even begin social engineering/Phishing 
attempts with Tim’s email found during smtp enumeration. This wasn’t planned in this 
security test’s methodology, however.

Critical vulnerabilities such as ms17_010_eternalblue were found and 
successfully exploited by the investigator. A lot more of these vulnerabilities 
could have been exploited, but the one’s relating to the methodology were only 
focused on.

Server 2’s SAM file was obtained, and the investigator successfully cracked a couple 
accounts. However, the SAM file for server 1 was not obtained. This aim was only half 
met also, as not both SAM files were obtained. 

Moreover, a major aim for this security test was getting remote access to the servers. 
As seen in the procedure section of this report, the investigator only carried out a 
remote access attempt against server 2. Nonetheless, the investigator showed Server 1
is also vulnerable on the client network. Even though previous tests failed against it. 
This aim was met as it was successful, and he even opened a command prompt.

In conclusion, all the security test’s aims were met and showed the client how secure 
their network is following a simple methodology and the damage a malicious insider 
could do. Therefore, meeting the objective also.
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3.2 COUNTERMEASURES 

Account Descriptions

The client should consider notifying all users on the client network to not store their 
password in the account description. If a malicious insider did not find the account 
details of T. Maldonado the overall damage to the network could be limited.

Remote access

Steps to block the ms17_010_eternalblue vulnerability should be undertaken by the 
client. This can be seen in the Nessus Report provided with this report, See Appendix 
A. figure 5 also. If this was blocked, remote access to Server 1 would not be possible. 
Server 2 would still have been possible due to Domain admin password being found.

Update Password Policy

The investigator could have been limited to only brute forcing administrator accounts if 
the account lockout threshold for user accounts was set. Currently, it is not set. A 
malicious insider with lots of time could attempt brute force on every account, as it 
would not lock them out of doing so. The investigator’s advice to the client is to set this 
threshold, for example 3 incorrect login attempts. Make users aware of this change on 
the network also.

Upgrade PHP

The client should consider upgrading PHP used. As seen from Nessus remediations in 
figure 12 below. This would solve multiple PHP related issues listed in the Nessus 
report

Figure 12: Remediations
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3.3 FUTURE WORK

If the investigator had more time

Remote access to Server 1 could be attempted with ms17_010_eternalblue as the 
investigator only tried on Server 2. Important data could have been found had access 
been obtained.

If the methodology and test were to be changed

Social engineering/Phishing attempts could be a possibility given the email address 
found. This could have led to other vulnerabilities and showed the client other possible 
weaknesses. 
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APPENDICES

APPENDIX A – SCANNING

3.3.1 NMAP

Figure 1: Vanilla TCP scan against server 1 
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Figure 2: Vanilla TCP scan against server 2

Figure 3: --Script=banner against server 1

Figure 4: Vulnerability scan against server 1 
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3.3.2 Nessus

Figure 5: MS17_010_eternalblue exploitable with Metasploit framework.

APPENDIX B – ENUMERATION

3.3.3 RPCclient

Figure 1: Server query information of server 2
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Figure 2: Enumerating user accounts on server 2. A user by the name of “R.Astley” was
noted by the investigator.

Figure 3: Getting information about the admin account

19 | P a g e



Figure 4: Getting Domain Information

Figure 5: Finding the group layout of the server
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Figure 6: More groups

Figure 7: Drivers – 3 printers

Figure 8: Four administrators
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Figure 9: Privileges. Remote shutdown of interest.

3.3.4 Polenum

Figure 10: Account Lockout Threshold of Server 2.
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3.3.5 NBStat

Figure 11: Server 1 BIOS information

Figure 12: Server 2 Bios information
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3.3.6 Enum4linux

Figure 13: First password found on server 2

3.3.7 SMTP_user_enum

Figure 14: No email for user on server 2
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Figure 15: Email for server 1.

3.3.8 NBTEnum3.3

Figure 16: Domain admin list
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3.3.9 Nslookup

Figure 17: Nslookup names of both servers

Figure 18: Server 1 DNS transferred successfully

Figure 19: Server 2 DNS transfer unsuccessful
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APPENDIX C – SYSTEM HACKING

3.3.10 Hydra

Figure 1:  small.txt password file found no results

Figure 2: With cain.txt administrator password found

3.3.11 FGdump

Figure 3: Dumping server 2 with login details found with hydra.
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3.3.12 Cain

Figure 4: NTLM hashes cracked from FGdump
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3.3.13 Metasploit

Figure 5: meterpreter session created on server 2

Figure 6: Confirming IP address of server
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Figure 7: Current processes running in server 2.

Figure 8: Investigator successfully opened command line.

Figure 9: file information of system 32.
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3.3.14 Powershell

Figure 10: Investigator finding potential paths on server 2. Server 1 unsuccessful.

Figure 11: Unsuccessful In finding any passwords through powershell
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